
intersec
The Journal of International Security

February 2013

Shutting down cyber 
crime
How to 
protect your 
organisation

Rising terror – the threat 
from North AfricaLead

Media Partner

INT feb13.indd   1 08/02/2013   12:59



www.intersec.co.uk30

Picking your s

Inside TSCM: Part 2

      n June 2012, C. Frank Figliuzzi, Assistant Director

      Counterintelligence Division, FBI, told the House 

Committee on Homeland Security, Subcommittee 

on Counterterrorism and Intelligence: “In the 

FBI’s pending case load for the current fiscal year, 

economic espionage losses to the American economy 

total more than US$13bn. The health of America’s 

companies is vital to our economy, and our economy 

is a matter of national security.” Well, you can be 

sure that the situation hasn’t improved in the last 

seven months. Gathering information on competitors 

has always been considered good business practice. 

But there have always been those prepared to go 

further than simple market research and intelligence.

Industrial espionage is big business and the 

stakes are very high. Just one well-placed electronic 

listening device placed in a company board room 

could jeopardise a company merger or acquisition, 

a product launch or a share issue. Much of the 

problem goes unreported, as public admittance of 

a breach in security or loss of intellectual property, 

could result in even greater damage. Falling investor 

confidence could result in share price falls far in 

excess of the original losses.

In recent years the situation has become far 

worse with the proliferation of GSM technology. 

Once upon a time, eavesdropping was a specialist 

business requiring the perpetrator to have a high 

degree of skill and technological know-how. It 

usually meant a covert entry into the target building 

and the disguising of equipment that was bulky and 

needed a power source, and perhaps a physical line 

connection for long-term surveillance as well. That 

meant it was specialised and expensive, making 

it the province of only governments and the big 

corporations, where the stakes are highest.

Miniaturisation of electronics has meant listening 

devices have become ever smaller and cheaper. 

Nowadays you can buy bugs disguised as anything 

from a cigarette lighter to a key fob; they are 

encrypted, easily placed, self-powered and many 

can be dialled into remotely. The listener can now 

simply dial in using an ordinary GSM mobile phone 

and listen to your conversation from anywhere in the 

world, they can even share it via a conference call 

with other listeners.

Devices that ten years ago would have cost 

£10,000 can now be bought from the Internet for 

just a few pounds, and that means that everyone is 

As the threat from covert surveillance has grown, so too has the number of companies offering 

technical surveillance counter measure (TSCM) sweep services. But Gerry Hall argues equipment 

and experience are vital when corporate secrecy is at stake 
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our sweep team
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vulnerable, from the biggest company to the smallest 

– from sports clubs and trade unions to individuals. 

The threat can come from a foreign security service, 

a business rival or a disgruntled employee.

It is therefore now more important than ever to 

have the right security policies, staff, procedures, 

training and equipment available to protect your 

business. There are a number of approaches you 

can take to safeguard your business or private 

conversations from illicit eavesdropping. One 

approach, as mentioned in last month’s article on 

the subject, is a safe room. This is a selected room 

such as the board room, with the appropriate 

detection equipment permanently installed. A risk 

assessment may conclude that a permanent solution 

in a single location is not the answer for your 

company, however. Another route is to buy your own 

equipment and train your own staff in the use of 

the equipment. This gives you the flexibility to hold 

your meetings anywhere, from the board room to an 

office, meeting or hotel room, to a private residence. 

The last option is to employ outside specialist 

sweep teams that come in as required – for a 

particular meeting, for example, or on a routine 

basis, perhaps twice a year – to perform a thorough 

sweep of key meeting rooms, offices and phones. 

Unfortunately, the proliferation of threats has seen a 

proliferation of companies offering “sweep” services. 

So when looking for a sweep team, it is worth using 

caution, because almost every private detective now 

likes to call themselves a sweep team specialist, and 

this isn’t the case.

Speaking as one of the main suppliers of ECM 

equipment, it is fair to say there are probably only 

between 15 and 20 really professional teams in the 

UK. Each of these teams will have invested between 

£50,000 and £100,000 in specialist equipment. The 

simplest way to identify a genuine sweep team is to 

establish what equipment they use. 

A few simple questions identify those that are 

able to perform the task professionally. For example, 

any good sweep team will always have at least one 

non-linear junction detector (NLJD). This piece of 

equipment alone will cost in the region of £11,000. 

An NLJD looks very much like a metal detector, but 

instead of detecting metal it picks up semi conductor 

junctions. These are used in all electronic equipment 

and can be detected even when the equipment is 

turned off or has no power. It works by radiating 

a signal and if there are any hidden electronics it 

“The listener can dial 

in using a GSM phone 

and listen to your 

conversation from 

anywhere in the world.”
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will excite those electronics and they will re-radiate 

harmonic frequencies. It’s these frequencies that will 

be detected by the equipment. Any effective sweep 

team will have at least one of these – either an 

Orion, Locator, Hawk or Broom.

Another fundamental piece of equipment is a 

spectrum analyser such as the Oscor Green Spectrum 

Analyser used by IPS or other similar devices. These 

are designed to scan the electromagnetic spectrum 

covering a broad range of frequencies. Their job 

is to identify any signals that are not supposed to 

be there, indicating the presence of some sort of 

listening device. Again, the names to look for are 

Oscor Green, Spectrum ECM, Raptor or Scanlock. 

Both the Oscor Green and the Raptor are from 

the new generation of countermeasures receivers 

with highly advanced capabilities regarding range 

and speed, allowing them to more easily identify 

today’s complex transmitters such as burst, store 

and forward, frequency hopping, etc. To do this it 

is necessary to analyse the ambient signals in the 

surrounding area first, then analyse the target room; 

this will enable you to pick out the illicit signals from 

listening devices from the legitimate signals.

It is important to note these pieces of equipment are 

designed to be used in conjunction with one another. 

The NLJDs are essentially seeking non-transmitting 

devices such as tape recorders, remote controlled 

transmitters, GSM and hard wired equipment, whereas 

the latest spectrum analysers seek out transmitters 

operational at the time of the sweep.

A word about GSM detectors. Taking into account 

that covert GSM transmitters are the biggest threat 

today, it is very important to realise a detector will 

only detect when a cellphone is either registering 

or actually in use. Even then, it detects rather than 

locates. For example, the GSM device could be 

outside the building or on a different floor. Detectors 

are cheap, costing anywhere between £100 and 

£1,000 depending on quality and extra features. Very 

expensive equipment is available to detect and locate 

GSM devices, but the cost at anywhere between 

£30,000 and £50,000 is prohibitive, with only four or 

five teams having purchased such equipment.

It is also important to realise that the higher 

the stakes, the more sophisticated the perpetrator 

might be. In an attempt to avoid sweep detection, 

a perpetrator may use a listening device that can be 

activated by voice, time or a radio wave signal, such 

as a key fob. This may allow them to avoid detection 

by the spectrum analyser. Bugs may be hidden in floor 

or ceiling voids or in wall cavities behind plasterboard 

but, using a non-linear junction detector, the bug will 

be picked up by an experienced sweep team.

Equally important is the physical search by 

experienced engineers who actually know what they 

are looking for and, just as important, where devices 

are likely to be placed by a professional “buggist”.  

Again, the GSM transmitters are really small and are 

being hidden in many everyday items such as memory 

sticks, mobile phone chargers, etc.

The last area of concern in any sweep is the 

telephone system, and for that it is necessary to use 

a phone and line analyser. This equipment will detect 

any anomalies or compromises on a phone or on the 

phone line, all the way back to the main switch. We 

use the Talan which works on analogue, digital and 

VoIP systems.

Your security strategies and procedures very much 

depend on the perceived threat, risk assessment and 

resources available. That the risk may change from 

time to time depending on your business activity is 

clear. But what is also clear in this growing threat 

environment is that having no strategy to deal with 

industrial espionage is no longer an option.

As a final comment, never trust a sweep company 

that is willing to guarantee your premises is 100 

per cent “clean”.  It is fair to say that even the very 

best sweep teams would only guarantee 95 per cent 

security at the time they leave the premises. And then 

the cleaners come in unescorted…

Bugs in disguise: GSM 

transmitters can be 

hidden in a wide range 

of everyday objects
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