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 Project Introduction

 Cascading Impact Assessment in a Critical Infrastructure System

 Quantitative Evaluation of the Synergistic Effects of Failures in a 
Critical Infrastructure System

 Complex Approach to Assessing Resilience of Critical 
Infrastructure Elements



http://resilience2015.cz/index.php/en/

http://resilience2015.cz/index.php/en/


The aim of the project is a research in critical infrastructure (CI) resilience issues,
focusing on the dynamic linkages and interconnection assessment in significant
European sectors (energy, transport, and ICT) and their elements.

Description of the CI systems failure synergic effect and its influence on the impact
prediction process and the determination of the dynamic assessment of
Critical Infrastructure resilience.

Practical development and establishment of scheme for identifying land
transportation CI elements, CI energy sector element, and ICT in the context of
their interconnection and correlation and in relation to emergency preparedness of
the territorial units.



1. Research on selected significant national Critical Infrastructure interconnection
and correlation.

2. Research on the Critical Infrastructure elements failure synergic effect and its
influence on effective detection and identification of potential threats in a
situational overview.

3. Research on dynamic interconnection correlations evaluation in critical
infrastructure in order to Critical Infrastructure interdependencies analysis and
modelling.

4. Research on Critical Infrastructure dynamic resilience assessment in context of
the need to improving the critical infrastructure protection and resilience in terms
of potential impact on the system



5. Research on land transportation, electricity and ICT critical infrastructure
elements designation in relation to their correlations, cascade, and synergistic
effects.

6. Research on identification of critical infrastructure vulnerable points and their
interfaces in context of resilience increasing process.

7. Results integration and methodological approach development for critical
infrastructure integral resilience dynamic assessment related to municipality
perspective.



https://www.sciencedirect.com/science/article/pii/S1874548215300251

Aspects that create the nature of impacts on a CIS

https://www.sciencedirect.com/science/article/pii/S1874548215300251


https://www.sciencedirect.com/science/article/pii/S1874548215300251

Ways of activities/spreads of impacts in a CIS

https://www.sciencedirect.com/science/article/pii/S1874548215300251


https://www.sciencedirect.com/science/article/pii/S1874548215300251

The Cascading Impacts Assessment Framework of a CIS

https://www.sciencedirect.com/science/article/pii/S1874548215300251


https://www.sciencedirect.com/science/article/pii/S1874548215300251

The Relation between Variables for Calculating the Cascading Effect 
Spread Risk

https://www.sciencedirect.com/science/article/pii/S1874548215300251


https://www.sciencedirect.com/science/article/pii/S1874548216300774

Types of linkages in a critical infrastructure system

https://www.sciencedirect.com/science/article/pii/S1874548216300774


https://www.sciencedirect.com/science/article/pii/S1874548216300774

Grid organization of linkages in a critical infrastructure system

https://www.sciencedirect.com/science/article/pii/S1874548216300774


https://www.sciencedirect.com/science/article/pii/S1874548216300774

Graphical representation of sub-sector significance

https://www.sciencedirect.com/science/article/pii/S1874548216300774


https://www.sciencedirect.com/science/article/pii/S1874548216300774

Visualization of selected sub-sector correlations

https://www.sciencedirect.com/science/article/pii/S1874548216300774


https://www.sciencedirect.com/science/article/pii/S1874548216300774

Quantitative Evaluation of the Synergistic Effects of Failures in a Critical 
Infrastructure System

https://www.sciencedirect.com/science/article/pii/S1874548216300774


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Framework for assessing the resilience of critical infrastructure elements.

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Graphical representation of components and variables determining the 
resilience of critical infrastructure elements

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Procedure for assessing the resilience of critical infrastructure elements

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

The resilience level of the critical infrastructure element

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

The robustness level of the critical infrastructure element

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Assessment of the element's robustness with respect to cyber-attacks

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Assessment of the element's recoverability with respect to cyber-attacks

https://www.sciencedirect.com/science/article/pii/S1874548218301744


https://www.sciencedirect.com/science/article/pii/S1874548218301744

Assessment of the element's adaptability with respect to cyber-attacks

https://www.sciencedirect.com/science/article/pii/S1874548218301744


http://resilience2015.cz/index.php/en/

http://resilience2015.cz/index.php/en/


Dynamic Resilience Evaluation of 
Interrelated Critical Infrastructure 

Subsystems

Critical Infrastructure Protection and Resilience Conference
14th-16th Oct 2019 | Milan Italy

Martin Hromada, 
Department of Security Engineering, Faculty of 
Applied Informatics, Tomas Bata Univerzity in 

Zlín, Czech Republic, hromada@utb.cz,


