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Project Introduction

The aim of the project is a research in critical infrastructure (Cl) resilience issues,
focusing on the dynamic linkages and interconnection assessment in significant
European sectors (energy, transport, and ICT) and their elements.

Description of the Cl systems failure synergic effect and its influence on the impact
prediction process and the determination of the dynamic assessment of
Critical Infrastructure resilience.

Practical development and establishment of scheme for identifying land
transportation Cl elements, Cl energy sector element, and ICT in the context of
their interconnection and correlation and in relation to emergency preparedness of
the territorial units.
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Project Introduction

Research on selected significant national Critical Infrastructure interconnection
and correlation.

Research on the Critical Infrastructure elements failure synergic effect and its
influence on effective detection and identification of potential threats in a
situational overview.

Research on dynamic interconnection correlations evaluation in critical
infrastructure in order to Critical Infrastructure interdependencies analysis and
modelling.

Research on Critical Infrastructure dynamic resilience assessment in context of
the need to improving the critical infrastructure protection and resilience in terms
of potential impact on the system
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Project Introduction

Research on land transportation, electricity and ICT critical infrastructure
elements designation in relation to their correlations, cascade, and synergistic
effects.

Research on identification of critical infrastructure vulnerable points and their
interfaces in context of resilience increasing process.

Results integration and methodological approach development for critical
infrastructure integral resilience dynamic assessment related to municipality
perspective.
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Cascading Impact Assessment in a Critical
Infrastructure System
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Aspects that create the nature of impacts on a CIS
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Cascading Impact Assessment in a Critical
Infrastructure System
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Cascading Impact Assessment in a Critical

Infrastructure System
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- Multicriterial analysis

The Cascading Impacts Assessment Framework of a CIS

https://www.sciencedirect.com/science/article/pii/S1874548215300251

EVALUATION CRITERIA
- Criteria limiling the seriousness
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Cascading Impact Assessment in a Critical
Infrastructure System
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Quantitative Evaluation of the Synergistic
Effects of Failures in a Critical Infrastructure
System
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Types of linkages in a critical infrastructure system
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Quantitative Evaluation of the Synergistic
Effects of Failures in a Critical Infrastructure
S ystem o o
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Quantitative Evaluation of the Synergistic
Effects of Failures in a Critical Infrastructure
System
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Quantitative Evaluation of the Synergistic
Effects of Failures in a Critical Infrastructure
System
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Visualization of selected sub-sector correlations i .
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Quantitative Evaluation of the Synergistic
Effects of Failures in a Critical Infrastructure
System
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Framework for assessing the resilience of critical infrastructure elements. X .
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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The resilience level of the critical infrastructure element
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements
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Complex Approach to Assessing Resilience
of Critical Infrastructure Elements

—~ ™D A Critical Infrastructure Elements Resillence Assessment R 2015-2019

(o) L ) e : ; ESILIENCE

o AT AN [ Control room of 1he distribution SO ] I Cyber attack o the SCADA system ] Critice: Irv structure
Elerment nome Theeut nome

3. Assessment of Adaptabili

~ .
(Mrim 191 o g eyl Mish wanaperent keve | 0.4
Wb ainean ha 0,2
o um 0.1 34 %
o v Laaalll 02
Innevanun proce s [Orscizationsl structare 0.1
.................................. o
AR IPeMent Of r gaArc MICa ™ O Diseitn "
IO DAL Of TN SEETT Tt CIOCE Ky 7 01
.................... . 0.2 60 % 0.3 58,6 %
1Mo Itan of seoutty me. 0.2
Mt vt ane damaed npes e = Y
v 20 3
avanion ani dee > of wih. B
nnnnnn
B R
Traming 10 dusl With the dhroptas svent 90 9‘
Ewauation of W Sramirg s ooty

Assessment of the element’s adaptability with respect to cyber-attacks i L
Tomas Bata University in Zlin

Faculty of Applied Informatics

https://www.sciencedirect.com/science/article/pii/S1874548218301744 m‘uﬂleEi--zlg

.ﬁmlllllﬂll ¢

[


https://www.sciencedirect.com/science/article/pii/S1874548218301744

2015-2019
ESILIENCE

Critical Infrastructure

http://resilience2015.cz/index.php/en/

Tomas Bata University in Zlin
Faculty of Applied Informatics

VYSOKE LUCGENI
TECHMNICKE
vV BRNE

— =

TECHNICKA -—
UNIVERZITA

V LIBERCI

RATA IR

CENTRUM
Univerzita TEC KA PLATFOR
il c D y DOPRAVNIHO [ =3 Baemsacshrireerts

VYZKUMU

Tomas Bata University in Zlin
Faculty of Applied Informatics

Vg ”"Nv‘\‘g;l_-_-=|g
&~ T ....,.
S T



http://resilience2015.cz/index.php/en/

Tomas Bata University in Zlin
Faculty of Applied Informatics

Dynamic Resilience Evaluation of
Interrelated Critical Infrastructure
Subsystems

Critical Infrastructure Protection and Resilience Conference
14th-16th Oct 2019 | Milan Italy

Martin Hromada,
Department of Security Engineering, Faculty of
Applied Informatics, Tomas Bata Univerzity in
Zlin, Czech Republic, hromada@utb.cz,




